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Website: https://globatech.team
GTT contact information: helpdesk@gtt.tools
Skype: helpdesk@agtt.tools

INSTALL INSTRUCTIONS FOR VPN_SYNC3
1. Download the latest version of VPN Sync3 from here:

http://www.globaltech.team/vpnchecker/VPN Sync3 latest.exe
2. Run installer

3. Start the “GTT VPN Sync3” program
4. Enterin your username and PIN number you have received from
helpdesk@qgtt.tools on the following screen and then click on the “Log In” button:

Virtual Private
Network (VPN)
|Iser Mame: || |
T PINCode: | |
Log In Exit Program

5. When the program starts it will automatically look for your VPN servers to add to
the program. Click “Add” to allow the program to download your VPN key files:

o New Servers £ m} X
27

Server P VPNType Action (o
s Asterdam3 NL 95.46.199.108 OpenVPN -
-HetznerZ,Germany 136.243.230.186 OpenVPN

=4 London UK 18515723349 OpenVPN -
4= London3.UK 1032192222 OpenVPN -

=4 Londona UK 176126247237  OpenVPN -
i Montreal3.Canada 158.69.196.42 OpenVPN -
B NevadalUs 20014155192 OpenVPN -
= Newvork.Us 162.220.241.62 OpenVPN -

B saniose2us 209.14160.32 OpenVPN - v

valid: Montreal3-55 1. Canada, 158.69.156.42.Shadow Socks, 256-Bit "
valid: NewYork6-551.US,162.220.241.62,Shadow Socks 256-Bit

valid: Amsterdam2.NL,31.220.44 149 s Tunnel 256-Bit

valid: Buffalo2.US.199.135.253 82 s Tunnel,256-Bit

Copy To Clipboard Cancel
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SECURE COMMUNICATION

Once you add all the available keys click on “Close”:

& New Servers — O X
2T

Server P VPNType Action af
s Amsterdam3 NL 9546.199.108  OpenVPN -
B czner2 Germany 136.243230.186  OpenVPN -

= | ondon UK 185.157.23349  OpenVPN -
== | ondon3.UK 1032192222  OpenVPN -

= | ndond UK 176.126.247.237  OpenVPN -
f*l Montreal3 canada 158.69.196.42 OpenVPN -
L_STYRTS 20014155192  OpenVPN -
B \ewvork6 US 16222024162  OpenVPN -
B ose2uUs 209.141.60.32 OpenVPN - o

>

Added: [C:\Users\Zarina\AppData\Local\VPN_Sync\SS_Keys\New York6-551.US_162.220.241.62 ss]

ss=s=ss=  COMPLETED ==zzsn

g
:
1
3

% VPN Sync - 3.0.0.0

System Tools Language Help

Your Location
IP: 178.88.235.211
Country: Kazakhstan
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A.

D.
E. This is a VPN status notification area, use this area to verify whether or not

This panel shows you the current location of your computer on the internet.
Note: the country’s flag is based upon the IP address. Because this is
dependent on internet service providers to update their records frequently,
sometimes the flag doesn'’t actually represent the country that you physically
are in. Sometimes the flag represents the location of the headquarters of the
internet service provider’s country rather than the actual physical location. In
other words, most of the time this information is accurate, sometimes it is not.
Click this button to see the VPN server choices available for you to select
from.

. When you are connected to one of our VPN servers, this area will fill in

showing the IP address and location of that server. Note: the country’s flag is
based upon the IP address. Because this is dependent on internet service
providers to update their records frequently, sometimes the flag doesn't
actually represent the country that you physically are in. Sometimes the flag
represents the location of the headquarters of the internet service provider’s
country rather than the actual physical location. In other words, most of the
time this information is accurate, sometimes it is not.

Use this button to start/stop the connection to the VPN server.

you are connected to the VPN server.

7. Click on the “Select VPN Server” button (item B in the illustration above). This
will present you with a listing of all the VPN servers available to you:

&3 VPN Sync - 3.0.0.0
System Tools Language Help
Server Ping VPNType ()
| Hetzner2 Germany 104 D.OpenVEN

2 (1) OpenVPN
£ London.UK 2 OPen
ST (1) OpenVPN
Fafas London3.UK 18 - Server Details n
== | ondon4 UK 120 @ OpenVPN SI7Z London3.UK

~ - Al ) OpenvPN 103219.22.22: 443
I&IMormeai}Canada 199 @ Open Min:  Max: Ave: Lost/Sent
- 119 [118 [os4
. adatUS 24 OpenVPN ;
B\ vok6 US 10RO OperVPN
s ose2Us fD.Opeci/EN
B s..veous ) OpenvEN
B eSSt Gemany 104 7 SOCKS
s London-S51.UK B S0CKs
e, -4 SOCKS
= “Lnndon}SS'l.UK 120 .
Refresh Cancel
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Each of our servers has the following information available about them: server
name, ping, and the VPN technology used. As your mouse moves over each
server, a box appears to the right that shows more detail about each server
including: its IP address, the port used, and the results of the pings. Generally
speaking, you will want to use the server that has the lowest ping number and
that doesn’t have any lost packets. Note: pings will not be calculated if you have
a connected VPN as it would be meaningless. You need to have the VPN turned
off for the ping results to be calculated.

We utilize different VPN technologies that all have their benefits and
disadvantages:

e OpenVPN — Use this technology as the default as it has the highest
security, is the easiest to use, and works well with complex networks. We
run our servers primarily over the same port as a https connection which
makes this difficult to be detected by intrusive countrywide filters.

e sTunnel — This technology is a tunnel within a tunnel; we wrap your
OpenVPN within a SSL encrypted connection. You can use this
technology with countries like Iran and China where they actively try to
detect and shut down OpenVPN connections. You should only use this in
situations where OpenVPN would not normally work.

e Socks —is a proxy. Proxy is not a VPN. Whereas a VPN will encrypt all
the traffic on your computer (web browsing, email, FTP, etc.), a proxy will
only work on your web browsing traffic by default. The proxy is an
encrypted connection so you are protected from third party
eavesdropping. However, we strongly recommend that you use our other
VPN solutions (OpenVPN) if that protocol is not blocked in the country
where you are working. In countries like China, which actively block our
other VPN protocols, using the Shadowsock’s proxy may be your only
choice. But please remember that by default, only your web browsing
traffic will be encrypted.

Click on a server that you want to use and the screen will switch back again to
the main screen.

8. Click the “Connect” button to start connecting to the VPN server you selected. If
you are connecting to an OpenVPN or Socks server, a log window will show up
that displays the details of the progress. You can close that window anytime you
like and it will not disrupt the connection. After the server connects, the main
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window’s graphics will change to a green pipe showing that all your internet
traffic is routing through the VPN server now.

@ VPN sy ®
System

Tools Language

7 Virtual Private

Help OpenVPN Connection Log @

Virtual Private
Network (VPN)

Thu Jan 24 12:09:32 2019 do_ifconfig, tt->did_ifconfig_ipv6_setup=0 A
Thu Jan 24 12:09:34 2019 TEST ROUTES: 1/1 succeeded len=0ret=1 a=0
u/d=up

Thu Jan 24 12:09:34 2019 C:\WINDOWS\system32\route .exe ADD
136.243.230.186 MASK 255.255.255.255 192.168.88.1

Thu Jan 24 12:09:34 2019 env_block: add PATH=C:\WINDOWS

3 \System32.,C:\WINDOWS:C:\WINDOW S\System32\Wbem

Thu Jan 24 12:09:34 2019 C:\WINDOWS\system32\route.exe ADD 0.0.0.0
MASK 128.0.0.0 10.8.0.1

Network (VPN)

. Your Location
IP: 176.33.117.93
Country: Turkey

@ Thu Jan 24 12:08:34 2019 env_block: add PATH=C:\WINDOWS

™ \System32.C:\WINDOWS:C:\WINDOW S\System32\Wbem

Thu Jan 24 12:09:34 2019 C:\WINDOWS\system32\route .exe ADD
128.0.0.0 MASK 128.0.0.0 10.8.0.1

Thu Jan 24 12:09:34 2019 env_block: add PATH=C:\WINDOWS
\System32,C:\WINDOWS:C:\WINDOW S\System32\Wbem

Thu Jan 24 12:09:34 2015 WARNING: this configuration may cache
passwords in memory - use the auth-nocache option to prevent this

(. 7\ B Thu Jan 24 12:09:34 2019 Initialization Sequence Completed
Select VPN Server | v
HetznerZ Germany £ Webste:
136.243.230.186 .
Tk Country Gemany Copy To Clipboard

|'& Disconnect J
T L T — J

9. To stop the VPN server, click on the “Disconnect” button. After a few moments,
your computer will disconnect from the VPN server and the main screen will
again show a red pipe signifying that the connection is no longer secure.

SETTINGS MENU

VPN Sync3 comes with the ability to modify the default settings for the program. You
can access these settings by clicking on the “System” then “Settings” item. The image
below show the settings window that shows up:
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E} Settings X

v/ ow Animations v/| Close the Log window after connection
Show An Cl he L dow aft
Play Sound Notffications [] Connect on Startup

Connect Sound [J Show Emor Window

:'Connect Sound 0 v ‘ 3

;Dnsconnect Sound Open VPN Keys Folder

| Disconnect Sound 0 v ] b

Remove All VPN Keys

Close

A. Show Animations: This determines whether or not the animations on the main
window run or not. Running the animations do take memory and consume some
of your laptop’s processor cycles. Unclick this box if you don’t want to run with
the animations.

B. Play Sound Notifications: VPN Sync3 will play a sound when the VPN has
become disconnected or when it connects. Unchecking this will stop giving you
those audio sounds. Likewise, we package a few sounds that you can select
from for the connect/disconnect audio notifications. Use the dropdown button to
go through each one and click the play button to the right of it for a preview of the
sound.

C. Close the Log window after connection: this will automatically close the log
window once the VPN connection is established between your computer and the
VPN server.

D. Connect on Startup: this will automatically connect to your last used VPN server
when you next start up the program.

E. Show Error Window: This window is useful for any errors that the program
generates. If you have issues with VPN_Sync, helpdesk may ask you to enable
this feature to show you any logged errors.

F. Open VPN Keys Folder: This button will open up your personalized settings
folder which contains your OpenVPN and SS keys. You are safe in leaving this
folder alone unless instructed by helpdesk to go in there.

G. Remove All VPN Keys: In the event that we need to reissue you new VPN keys,
we will have you click this button to remove all your old ones from the system.
Running this will remove all your keys and VPN connections so you shouldn’t run
this unless we tell you to do this.
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FAQ/TROUBLESHOOTING

How can | tell if my VPN is working or not? — If you get the green pipes and the connect
sound, you are securely connected to the VPN server. You can always load up the
following webpage which will show if you are connected or not:
https://globaltech.team/vpncheck.php

I’'m connected to the Amsterdam VPN server but the flag shows Germany (or similar) —
The translation of an IP address to a country isn’t a precise correlation. In the case of
the Amsterdam server, the internet provider that we lease our server space from has
their headquarter in Germany and hasn’t updated their IP addresses to show that the
server really is in Amsterdam. However, the server is indeed in Amsterdam in spite of
what the flag indicates.

What is with the Windows’ User Account Control window that always pops up when | try
to start the program - Because we are dealing at a low down device level on your
computer, we need to have administrator control. This is a prompt that Windows puts
up anytime a program wants to run with an Administrator control. You can stop this
from occurring by lowering your UAC level in your control panel, but we strongly
discourage you from doing that as it puts your system at a much greater risk if malicious
software or viruses get onto your system.

Can | have VPN Sync3 startup when | start the computer up? — No you can’t; but not
because of us but because of Microsoft. This is due to the program having to run as an
Administrator. Windows will not run programs that require this high level of permissions
from loading on boot.

The log window says something about waiting for the TAP device to come up and |
never actually connect — For whatever reason, the TAP adapter didn’t get installed
properly. This can be solved by just going to the menu and selecting “Tools”. Then
click on the “Remove TAP device” which will attempt to remove any old TAP devices
from your system. Follow that up with clicking on the “Install TAP device” to initiate
having an adapter installed again. Try connecting again after that.

| live in China or Iran and | can’t connect with my VPN — These countries, and probably
more in the future, actively look for OpenVPN connections through what is called Deep
Packet Inspection. When they detect an OpenVPN connection going through their
system, they have a tendency to eventually block that server. If the OpenVPN servers
are not functioning properly, switch over to trying to use the Socks servers.

The VPN starts to connect but it is still having issues — We will have to help diagnose
the problem with you. Itis very helpful to send us your log file for us to look at. From
the “Help”, “Get Computer Info” menu item, click on the “Copy to Clipboard” button
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which will put the text of the log file into your clipboard. Paste that into an email with a
description of the problems you are having to us.

| still need help with something — contact us at helpdesk@att.tools or find us on Skype
at helpdesk@att.tools
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